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The American Health Information Management Association makes no 
representation or guarantee with respect to the contents herein and 
specifically disclaims any implied guarantee of suitability for any specific 
purpose.  AHIMA has no liability or responsibility to any person or entity 
with respect to any loss or damage caused by the use of this audio 
seminar, including but not limited to any loss of revenue, interruption of 
service, loss of business, or indirect damages resulting from the use of this 
program.  AHIMA makes no guarantee that the use of this program will 
prevent differences of opinion or disputes with Medicare or other third 
party payers as to the amount that will be paid to providers of service. 
 
As a provider of continuing education the American Health Information 
Management Association (AHIMA) must assure balance, independence, 
objectivity and scientific rigor in all of its endeavors.  AHIMA is solely 
responsible for control of program objectives and content and the selection 
of presenters.  All speakers and planning committee members are expected 
to disclose to the audience: (1) any significant financial interest or other 
relationships with the manufacturer(s) or provider(s) of any commercial 
product(s) or services(s) discussed in an educational presentation; (2) any 
significant financial interest or other relationship with any companies 
providing commercial support for the activity; and (3) if the presentation 
will include discussion of investigational or unlabeled uses of a product.  
The intent of this requirement is not to prevent a speaker with commercial 
affiliations from presenting, but rather to provide the participants with 
information from which they may make their own judgments. 
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Nancy Davis is the Director of Privacy/Security Officer for Ministry Health Care, a 
Catholic health care delivery network of aligned hospitals, clinics, long-term care 
facilities, home care agencies, dialysis centers and many other programs and 
services in Wisconsin and Minnesota. 

Prior to this position, Nancy worked in a variety of positions including HIM, QA, 
RM, and other related areas in healthcare organizations in Wisconsin, Iowa, and 
Minnesota.  She has also been a part-time educator, teaching healthcare courses 
for health information management/administration college programs and has 
been involved in consulting opportunities. 

Nancy is very active in several professional organizations.  She has been active 
with the American Health Information Management Association (AHIMA) Privacy 
and Security Council, serving as the co-chair for three years and co-facilitator of 
the AHIMA HIPAA Community of Practice.  She also serves as a member of the 
AHIMA Professional Ethics Committee.   She has been involved with the HIPAA 
Collaborative of Wisconsin (HIPAA COW) as a board member since 2002 and is 
co-chair of the Privacy Workgroup.  In 2008, AHIMA published a book on Medical 
Identity Theft which Nancy assisted as a contributing author.  

Chrisann Lemery, MS, RHIA 

Chrisann Lemery  is the HIPAA security officer and assistant privacy officer for 
WEA Trust Insurance Company in Madison, Wisconsin.  She has many years of 
HIM experience in health care provider facilities.  Ms. Lemery has served as co-
chair of the Privacy and Security Practice Council, faculty for institutes, chairs 
AHIMA's State Advocacy Workgroup, and has participated in workgroups on PHR, 
RHIOs, and medical identity theft.  She is a member of the 2009 HIMSS/AHIMA 
Privacy and Security/HIE Joint Work Group. 

She served as president of the Wisconsin HIMA and received the Distinguished 
Member award.  Lemery provided leadership to the Wisconsin HISPC grant.  Ms. 
Lemery serves as the Secretary for HIPAA Collaborative of Wisconsin Board of 
Directors.  She is a speaker on HIPAA, health data exchange, and identity 
management.  She is a co-author of AHIMA publication Medical Identity Theft.  
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Notes/Comments/Questions

 

Program Objectives

 Understand the Red Flag Rules
 Define a "covered account" 

and what it means for healthcare 
organizations, in every setting

 Review current privacy and security 
practices that can be utilized to 
strengthen implementation of the Rules

 Determine steps to take to ensure your 
organization is on the right path towards 
compliance with the Rules 

1
 

Background

In 2003 the Fair and Accurate Credit 
Transactions Act (FACTA) was signed 
into law.  

FACTA required six agencies lead by the 
Federal Trade Commission to issue joint 
regulations and guidelines regarding the 
detection, prevention, and mitigation of 
identity theft.

2
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Notes/Comments/Questions

Background – continued

 Red Flag and Address Discrepancy 
Regulations were published in final form 
on November 9, 2007.

• The initial mandatory compliance date was set 
for November 1, 2008.

• October, 2008 - The Federal Trade Commission 
suspends enforcement of the new “Red Flags 
Rule” until May 1, 2009, to give creditors and 
financial institutions additional time in which to 
develop and implement written identity theft 
prevention programs.

3
 

Polling Question #1

Has your organization established an 
identity theft prevention program in 
compliance with the Red Flag Rules?
a) Yes 
b) No

4
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Impact on Health Care Providers

 A health care provider comes under the 
Red Flag Rules if the provider meets the 
definition of a “creditor” or uses consumer 
credit reports.

• A “creditor” is any person who regularly 
extends, renews, or continues credit; any 
person who regularly arranges for the 
extension, renewal, or continuation of credit; or 
any assignee of an original creditor who 
participates in the decision to extend, renew, or 
continue credit.

5
 

Impact on Health Care Providers

 Covered Account
• An account that a creditor offers or maintains, 

primarily for personal, family, or household 
purposes, that involves or is designed to permit 
multiple payments or transactions…. and 

• Any other account that the creditor offers or 
maintains for which there is a reasonably 
foreseeable risk to customers or to the safety 
and soundness of the creditor from identity 
theft, including financial, operational, 
compliance, reputation, or litigation risks

6
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Impact on Health Care Providers

 Service Provider
• A person that provides a service directly to 

the financial institution or creditor

7
 

Impact on Health Care Providers

 User of Consumer Reports

• Address Discrepancy Notice

• Substantial difference between address for 
consumer provided by creditor/user and  
consumer report agency

• User develop and implement reasonable policies 
and procedures to enable the user to believe the 
report relates to the consumer requested

• User implement confirmation methods of 
consumer’s address

8
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What is a Red Flag?

A “Red Flag” is defined as a 
pattern, practice, or specific 
activity that could indicate 
identity theft.

• Rules include a set of 
guidelines and set forth 
26 examples of Red Flags

9
 

Categories of Red Flags 

 Alerts, notifications, or other 
warnings received from consumer 
reporting agencies or service 
providers
• Fraud alert included with report
• Notice of address discrepancy received
• Report indicates inconsistent pattern of 

activity 

10
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Categories of Red Flags – continued

 Presentation of suspicious documents

• Documents appear altered or forged
• Physical description is not consistent 

with the appearance of the patient

11
 

Categories of Red Flags – continued

 Presentation of suspicious personal 
identifying information (e.g., suspicious 
address change)

• Personal identifying information is inconsistent
• Personal identifying information provided is 

associated with fraudulent activity as indicated 
by sources

• Failure to provide all required information 

12
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Notes/Comments/Questions

Categories of Red Flags – continued

 Unusual use of, or other suspicious
activity related to, a covered account

• Address change provided then request for 
new subscriber card

• A covered account  is used in a manner that is 
not consistent  with established patterns

• Mail returned repeatedly as undeliverable 
although transactions with covered account 
continue

13
 

Categories of Red Flags – continued

 Notice from customers, victims of 
identity theft, law enforcement 
authorities, or other persons regarding 
possible identity theft in connection with 
covered accounts held 

14
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Red Flags for Healthcare Providers

 Patient concern regarding receipt of 
bills for services not provided or for 
another individual

 Inconsistent information in health 
records (patient profile does not 
match)

15
 

Red Flags for Healthcare Providers 
– continued

 Notices of investigation from 
insurance companies for fraud

 Collection notices to patients for 
services they did not receive

 Other “suspicious” behavior

16
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Notes/Comments/Questions

Q&A Session…

Topic: 

Understanding the Red Flag Rules

To ask a question:

• Click the “Q&A” button near the upper-left
• Click “NEW”
• Type your question in the white box
• Click “SEND”

(For LIVE seminar only)

17
 

Organizational Requirements

 Establish Written Identity Theft 
Prevention Program

• Purpose to detect, prevent, and mitigate 
identity theft

• Scope must be appropriate to size and 
complexity of organization

• Identification of applicable Red Flags

18
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Required Program Elements

 Written approval of program by 
board of directors

 Involvement of board of directors or 
designated senior level manager in 
the oversight, development, 
implementation, and administration 
of the program

19
 

Required Program Elements

 Staff training

 Appropriate and effective oversight of 
service provider arrangements

 Inclusion of reasonable policies and 
procedures to support the program

20
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Consequences of Non-compliance

 Failure to comply with 
the Red Flag Rules can 
result in various penalties. 

• Civil monetary penalties
• Regulatory enforcement action
• Negative publicity

The Rules do not allow 
for any private legal action

21
 

Polling Question #2

Has your organization been made 
aware of a patient identity theft 
incident in the last twelve months? 
a) Yes 
b) No

22
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Operationalizing 

 Create a Red Flag Rules Workgroup

 Perform a Risk Assessment

 Develop Policies/Create Written Plan

 Approve the Plan/Program

 Educate Workforce Members

23
 

Workgroup

 Senior Management/Compliance
 Health Information Management
 Privacy and Security Officers
 Risk Management
 Patient Financial Services
 Registration
 Legal Counsel

24
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Notes/Comments/Questions

Risk Assessment 

 Determine types of covered accounts

 Review risk history
• Privacy Complaints
• Risk Management Incident Reports
• Patient Financial Inquiries

 Project future risk

25
 

Plan Structure

 Administration and Accountability
 Reporting Structure and Reports
 Identification of Red Flags
 Identification of Covered Accounts
 Verification of Identity of 

Patients/Others

26
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Plan Structure – continued

 Responding to Identity Theft 
Incidents

 Related Administrative Guidance 
(Policies and Position Statements)

 Staff Education and Training

 Program Evaluation

27
 

Supporting Policies

 Responding to Privacy Complaints

 Disclosure of Protected Health 
Information

 Business Associate Agreements as 
Required by HIPAA

28
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Notes/Comments/Questions

Supporting Policies – continued

 Social Security Numbers –
Confidential Management, Use and 
Disclosure

 Verification of Identity for Individuals 
Requesting Access to Patient 
Protected Health Information

 Changes of Patient Demographic 
Information 

29
 

Supporting Policies – continued

 Verification of Patient Identity

 Patient Identity Theft 
– Management of an Occurrence

 Risk Management Reporting

 Security Incidence Response 
and Reporting

30
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Approval

 Approval/Sponsorship by Senior 
Leader

 Approval by Board of Directors

31
 

Oversight of Program

 Board of Directors/Committee/
Senior Leader should:

• Assign responsibility for the program

• Approve changes as necessary to 
address changing identity theft risks

32
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Oversight of Program – continued

 Board of Directors/Committee/
Senior Leader should:
• Review at least annually reports 

prepared by staff regarding compliance 
evaluating…

• Effectiveness of policies and procedures
• Service provider arrangements
• Significant incidents involving identity theft 

and management’s response
• Recommendations for changes 

to the Program
33

 

Oversight of Program – continued

 Service Providers Arrangements

• Ensure activity is conducted in accordance 
with reasonable policies and procedures 
designed to detect, prevent, and mitigate 
the risk of identity theft
• Require detection of Red Flags
• Require reporting Red Flags to creditor
• Require steps to prevent or mitigate 

identity theft

34
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Workforce Education & Training

 General new employee orientation
 New leadership orientation
 Security incident training
 Privacy training

• Newsletters
• Website articles
• WebEx offerings

35
 

World Privacy Forum

 Red Flag and Address Discrepancy 
Requirements:  Suggestions for 
Health Care Providers 

• How the Red Flag Rule Affects Health 
Care Providers

• What are the Obligations for a Health 
Care Provider Covered by the Red Flag 
Rule as a Creditor

– Released September 24, 2008

36
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American Hospital Association

Resources
www.aha.org/aha/advocacy/compliance/redflags.html

• Presentation (slides/audio)
• Written guidance
• Sample policy

37
 

Handouts in Resource Book

 Sample Plan/Policy

 AHIMA Working Smart Article –
“Meeting the FTC’s 
Red Flag Requirements”
(Journal of AHIMA, February, 2009)

38
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Notes/Comments/Questions

Resource/Reference List

World Privacy Forum Red Flag and Address Discrepancy 
Requirements:  Suggestions for Health Care Providers

www.worldprivacyforum.org/pdf/WPF_RedFlagReport
_09242008fs.pdf

American Hospital Association Red Flag Rules 
Resources (Including Sample Policy)

www.aha.org/aha/advocacy/compliance/redflags.html

39
 

Resource/Reference List

Federal Trade Commission New ‘Red Flag’
Requirements for Financial Institutions and 
Creditors Will Help Fight Identity Theft 

www.ftc.gov/bcp/edu/pubs/business/alerts/alt050.shtm

Identity Theft Red Flags & Address Discrepancies 
under FACTA – Federal Register November 11, 2007

www.ftc.gov/os/fedreg/2007/november/071109redflags.pdf

40
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Case Scenario

Patient receives Explanation of 
Benefits (EOB) from insurance 
company.  Patient contacts insurance 
company stating the services were 
not received.  Patient contacts health 
care provider stating services were 
not received.  

41
 

Audience Questions
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Notes/Comments/Questions

 

Audio Seminar Discussion

Following today’s live seminar
Available to AHIMA members at

www.AHIMA.org
“Members Only” Communities of Practice (CoP)

AHIMA Member ID number and password required

Join the e-HIM Community from your Personal 
Page. Look under Community Discussions for the 
Audio Seminar Forum

You will be able to:
• discuss seminar topics 
• network with other AHIMA members 
• enhance your learning experience
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Notes/Comments/Questions

AHIMA Audio Seminars and Webinars

Visit our Web site 
http://campus.AHIMA.org
for information on the 2009 
seminar schedule. While online, 
you can also register for seminars 
and webinars or order CDs, MP3s, 
and webcasts of past seminars.

 

Upcoming Webinars

 The Impact of the Stimulus Act on 
HIPAA Privacy and Security
March 12, 2009

 Fundamentals of Workflow Analysis: 
Implementing New Systems
March 17, 2009

 The Challenge of Managing 
Portable Devices
April 21, 2009
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Notes/Comments/Questions

AHIMA Distance Education

Anyone interested in learning more 
about e-HIM® should consider one of 
AHIMA’s web-based training courses. 

For more information visit 
http://campus.ahima.org

 

Thank you for joining us today!

Remember − visit the 
AHIMA Audio Seminars/Webinars Web site 
to complete your evaluation form 
and receive your CE Certificate online at:

http://campus.ahima.org/audio/2009seminars.html

Each person seeking CE credit must complete 
the sign-in form and evaluation in order 
to view and print their CE certificate.

Certificates will be awarded for 
AHIMA CEUs.
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 Resource/Reference List 
 Sample Plan/Policy 
 AHIMA Article: "Meeting the FTC's Red Flag Requirements" (February, 2009) 
 CE Certificate Instructions 
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Resource/Reference List 

World Privacy Forum Red Flag and Address Discrepancy Requirements:  Suggestions for Health Care 
Providers 
www.worldprivacyforum.org/pdf/WPF_RedFlagReport_09242008fs.pdf 

American Hospital Association Red Flag Rules Resources (Including Sample Policy) 
www.aha.org/aha/advocacy/compliance/redflags.html 

Federal Trade Commission New ‘Red Flag’ Requirements for Financial Institutions and Creditors Will Help 
Fight Identity Theft  
www.ftc.gov/bcp/edu/pubs/business/alerts/alt050.shtm 

Identity Theft Red Flags & Address Discrepancies under FACTA – Federal Register November 11, 2007 
www.ftc.gov/os/fedreg/2007/november/071109redflags.pdf 
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 SYSTEM POLICY/PLAN 

 
TITLE:  IDENTITY THEFT PREVENTION PROGRAM – IN COMPLIANCE 
WITH THE RED FLAG RULES 
 

Original Effective Date:  
Scope:   

Policy Number:   
 

 
Defined terms are “Capitalized.”  Definitions are imbedded in or included at the end of the Policy.   
 
Policy Statement/s:   
 
The purpose of this policy is to establish the XXX Identity Theft Prevention Compliance Program (“Program”).  
The Program is designed to detect, prevent, and mitigate identity theft in connection with information held in 
accounts, maintained by the Organizations that could be used for identity theft.  The purpose of the Program is 
to control the reasonably foreseeable risks of identity theft to individuals and to maintain the safety and 
soundness of the Organizations from identity theft.  The Identity Theft Program will function in coordination 
with other efforts of the Organizations to safeguard personal information, including the privacy and security of 
protected health information in accordance with the Health Insurance Portability and Accountability Act of 1996 
(“HIPAA”) and other applicable federal and state laws.   
 

1. Program Composition:  The Red Flag Rules mandate that Organizations adopt a compliance program 
designed to detect, prevent and mitigate identity theft in connection with Covered Accounts (as defined 
below), and “include reasonable policies and procedures” to accomplish the following requirements as 
indicated below.  Elements of the Program are addressed below: 

 
 
Program Requirements1 

 
XXX Response2 

 
Administration and 
Accountability 

 
Oversight of the Program has been delegated by the Board of Directors to the Vice 
President of XXX (“Program Manager”).  The Program Manager’s responsibilities 
include: 

1. Implementation of the Program; 
2. Reviewing reports prepared by staff regarding compliance with the Program 

and applicable federal and state laws and regulations; 
3. Approving material changes to the Program as necessary to address changing 

identity theft risks; and  
4. Periodically reporting to the XXX Board of Directors regarding the success 

of the Program and incidents of identity theft or attempted identity theft. 
 
 
Other responsible Organization leaders with administrative responsibility and/or 
accountability for the Program, as well as serving as resources, include: 
 
Enterprise/System Level: 
 Privacy Officer 
 Security Officer 
 Compliance Officer 

 

                                                 
1 See Attachment A for detailed information as to requirements. 
2 See Attachment B for summary of administrative guidance documents. 
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Program Requirements1 

 
XXX Response2 
Local/Organizational Level (in collaboration with the above): 
 Local Compliance Officers 
 Local Privacy Officers 
 Local Security Officers 

 
 
Reporting Structure and 
Reports 
 
 

 
The Program Manager is responsible, with regard to implementation of the Program, 
to the XXX Board of Directors or an appropriate committee of the Board or a 
designated employee at the senior level of management.  Activity under the Program 
shall be reported through Compliance reports to the Board (semi-annually). 
 
The reports shall address material matters related to the Program and evaluate the 
effectiveness of the Organization’s policies and practices designed to safeguard the 
privacy and security of information that could reasonably be used for identity theft.  
Reports shall include significant incidents involving identity theft or attempted 
identity theft, as well as organizational response and recommendations for 
improvements. 
 

 
Identification of Red 
Flags 

 
Red Flags include, but are not limited to: 
 
 Notices from Patients, Victims of Identity Theft, Law Enforcement Authorities, or 

Other Businesses About Possible Identity Theft  
 Alerts, Notifications, or Warnings from a Consumer Reporting Agency or Health 

Plan 
 Suspicious Documents 
 Suspicious Personally Identifying Information – Such as a Suspicious Address 
 Unusual Use of, or Suspicious Activity Relating to, a Covered Account 
 Observations by Workforce Members of Suspicious Activity Related to Covered 

Accounts or related to Patient Verification (e.g., at the Time of Registration or 
During Account Activity) 

 The Program Manager has determined that certain Red Flags identified by the 
World Privacy Forum are relevant to the Organizations.  Those Red Flags are 
incorporated into this Policy as Attachment C. 

 
 
Identification of  
“Covered Accounts” 
 

 
A “Covered Account” is an account that a creditor offers or maintains, primarily for 
personal, family, or household purposes that involves or is designed to permit 
multiple payments or transactions; or, any other account that the creditor offers or 
maintains for which there is a reasonably foreseeable risk of identity theft. 3 
 
The Organizations  have the Following Types of “Covered Accounts”: 
 

1. Individual Accounts for Purposes of Payment by Patients/Guarantors for 
Healthcare Services Rendered. 

2. Credit Agency Accounts for Purposes of Payment and/or Debt Collection. 
3. Occupational Health Services Accounts – Group Accounts (directly between 

provider/employer-sponsor focusing on services such as drug screens, etc.). 
 
Validation Steps for Opening/Maintaining “Covered Accounts” Include: 
 

1. Individual Accounts:  Methods/processes for opening accounts – validation 
steps.  Individual Accounts are opened and processed through the 

                                                 
3  16 C.F.R. § 681.2(b)(3)(i) 
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Program Requirements1 

 
XXX Response2 

information processed at the time of registration or through other 
communications with the patient/guarantor.  Throughout all these 
communications, patient/account validation processes are carried out (see 
supporting administrative guidance). 

2. Credit/Collection Agency Accounts:  External business associates are 
required to have privacy and security practices in place which are reinforced 
by the establishment of HIPAA-compliant business associate agreements as 
well as other contractual requirements. 

 
Use of Consumer/Credit Reports:  
Consumer/Credit Reports are used on occasion for processing charity/community care 
requests under a contract with XXX Credit Bureau.  Financial Counselors may use 
credit reports (e.g. to validate charity information or to help determine the individual’s 
ability to pay).  In the event an Organization receives a notice of address discrepancy 
from a consumer reporting agency, the individual receiving such report shall make a 
reasonable effort to confirm the individual’s correct address and verify his/her 
identity.   
 

 
Verification of  Identity 
of Patients/Others 

 
The Organizations have in place administrative guidance policies, position statements 
and practices to authenticate patient identification (and/or patient representative) and 
monitor transactions and verify the validity of patient requests.  Guidance is provided 
through the following: 
 
 PS-BB:  Verification of Patient Identity  
 PS-N:  Verification of Identity for Individuals Requesting Access to Patient 

Protected Health Information 
 
In addition, the Organizations have established HIPAA-compliant business associate 
agreements (“BAAs”) with all external third party vendors/businesses with which it 
shares patient protected health information.  Within these BAAs, there are privacy and 
security provisions which require the business associate to report immediately 
unauthorized disclosures. 
 

 
Responding to Identity 
Theft Incidents 

 
The Organizations have in place administrative guidance to assist Workforce 
Members in the appropriate prevention and response to identity theft incidents.  This 
guidance includes: 
 
 PS-V:  Patient Identity Theft – Management of an Occurrence 
 SE-6:  Security Incidence Response and Reporting 
 PV-12:  Responding to Privacy Complaints 
 
A summary of the content of these documents can be found in Attachment B. 
 

 
Related Administrative 
Guidance 

 
See Attachment B for a summary of related policies and position statements that 
support the XXX Identity Theft Prevention Program. 
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Program Requirements1 

 
XXX Response2 

 
Staff Training and 
Education 

 
Medical Identity Theft has been a part of the Organization’s Privacy and Security 
Training Sessions and is covered as follows: 
 Covered in All Staff Privacy and Security General Orientation CBT 

(Verification of Identity; Risk Assessments – Threats; Security Incidents). 
 Component of New Leadership Orientation, Privacy and Security 

Component (updated annually). 
 
Upon Approval of Program 
 Computer Based Training (CBT) Education for Local Compliance Officers, 

Privacy Officers, and Security Officers. 
 CBT/Other Education for Patient Financial and Registration Leadership and 

Staff. 
 Newsletter Article for All XXX Workforce Members. 

 

 
2. Ongoing Program Evaluation:  The Program Manager shall periodically evaluate and update the 

Program to reflect changes in risks to patients or to the integrity of the Organization’s operations based 
on the following: 

A. Actual experiences with identity theft. 
B. Industry trends in healthcare identity theft. 
C. Evolving industry best practices. 
D. Changes in the methods used to carry out identity theft. 
E. Changes in the types of accounts that the Organization offers. 
F. Changes in business arrangements, including mergers, acquisitions, alliances, joint ventures, 

and business associates. 
 

3. Business Associates/Service Providers:  When the organization engages a business associate, service 
provider, and/or vendor to perform an activity in connection with one or more Covered Accounts, the 
entity shall provide assurances that it is conducting business in accordance with reasonable policies and 
procedures designed to detect, prevent, and mitigate the risk of identity theft.  A HIPAA-compliance 
business associate agreement shall be obtained as part of the contracting process. 

 
4. Regulatory Enforcement:  Although the Federal Trade Commission (FTC) enabling act does not give 

the FTC direct jurisdiction over non-profit entities, the FTC has adopted a consistent and long-standing 
position that they have the power to regulate non-profit entities when the non-profit entities engage in 
activities similar to those conducted by for-profit entities. Accordingly, the FTC has publically stated 
that it intends to apply the Red Flag Rules to non-profits and governmental entities as well as to for-
profit entities.   

 
5. Approval of Program:  The Identity Theft Prevention Program shall be approved as follows: 

A. Supporting Policy PV-33:  Vice President of Mission and Culture. 
B. Program:  XXX Board of Directors. 

 
6. Delegated Authority for Program Changes:  By approving this Program, the XXX Board of Directors 

has delegated authority to make future revisions to this Program to the Vice President of Mission and 
Culture. 

 
7. Notice of Unauthorized Acquisition of Personal Information:  Subject to the provisions contained in 

Wis. Stat. §134.98, upon discovering that an unauthorized individual has acquired Personal Information 
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held in the Organization’s possession, the Organization shall make reasonable efforts to notify each 
individual whose Personal Information was obtained pursuant to the unauthorized access.  
Notwithstanding the foregoing, the Organization shall not be required to provide notice of the 
acquisition of Personal Information by an unauthorized individual if such acquisition does not create a 
material risk of identity theft or fraud to the individual(s) whose Personal Information was acquired or if 
the Personal Information was acquired in good faith by an employee or agent of the Organization for a 
lawful purpose.  Prior to providing notice to any individual, the Organization shall contact the Program 
Manger and/or legal counsel to ensure compliance with Wis. Stat. §134.98. 

 
Attachments:   
 Attachment A:  Detailed Information for Red Flag Rule Compliance Requirements  
 Attachment B:  Summary of XXX Identity Theft Prevention Administrative Guidance Documents  

(Ranked by Importance) 
 Attachment C:  Red Flags Incorporated from World Privacy Forum 

 
Related Policies/Position Statements /Other Documents: 
 PV-12:  Responding to Privacy Complaints 
 PV-19:  Disclosure of Protected Health Information 
 PV-23:  Business Associate Agreements as Required by HIPAA 
 PV-32:  Social Security Numbers – Confidential Management, Use and Disclosure 
 PS-BB:  Verification of Patient Identity 
 PS-V:  Patient Identity Theft – Management of an Occurrence 
 PS-N:  Verification of Identity for Individuals Requesting Access to Patient Protected Health 

Information 
 SE-6:  Security Incidence Response and Reporting 

 
Definitions: 
 
Organization or Organizations:  XXX, Inc. and its wholly owned subsidiaries, except Agape. 
 
Personal Information:  “Personal Information” means an individual’s last name and first name or first initial 
linked to any of the following elements, if the element is not publicly available information and is not encrypted, 
redacted, or altered in a manner that renders it unreadable.  The elements are the individuals:  (1) social security 
number; (2) driver’s license or state identification number; (3) financial account number, including a credit or 
debit card account; (4) deoxyribonucleic acid profile, as defined in Wis. Stat. § 939.74(2d)(a); or (5) biometric 
data, including fingerprint, voice print, retina or iris image, or any other unique physical representation.  
 
Workforce Member:  Workforce member means employees, medical staff members, volunteers, trainees, and 
other persons whose conduct, in the performance of work for an Organization, is under the direct control of an 
Organization, whether or not they are paid by the Organization. 
 
Background:  In November of 2007, a joint government commission, which included the Federal Trade 
Commission, (“FTC”), issued the final rules known as the Identity Theft Red Flags and Address Discrepancies 
Under the Fair and Accurate Credit Transaction Act of 2003 (“Red Flag Rules”).4  The Red Flag Rules apply 
to entities that use consumer reports, issue credit or debit cards and to any entity that: 1) establishes an ongoing 
relationship to provide goods or services for personal, family, or household purposes with the expectation of 
subsequent payment; or 2) allows multiple payments for services rendered or goods previously provided.   
 
Distribution:    Administration, Patient Accounting, Health Information Management, Risk Management, 
Information Technology Departments. 

                                                 
4 Fair and Accurate Credit Transactions (FACT) Act of 2003; 12 C.F.R. Part 717 and 16 C.F.R. Part 681. 
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Key Words:  Identity, Prevention, Program, Red Flag Rules, Theft. 
 
Applicable Standards:  
 Joint Commission Standard IM.2.10. 
 Joint Commission Standard IM.2.20. 

 
Applicable Federal/State Regulations:   
 Fair Credit Reporting Act of 1970, 15 U.S.C. 1681 et. seq. 
 Fair and Accurate Credit Transactions Act of 2003, 15 U.S.C. 1681m(e) and 15 U.S.C. 1681c(h). 
 Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit Transactions 

Act of 2003 Regulations, 16 C.F.R. 681. 
 Notice of Unauthorized Use of Personal Identifying Information, Wis. Stats. §134.98. 
 

For More Information Contact: 
 Vice President, XXX 
 Privacy Officer 
 Security Officer 

 
Responsible Senior Leader:   Vice President, XXX 
 
Board of Directors Approval:   December, 2008 
 
Consulted With:  XXX Legal Counsel 
 
Sources 
 “Red Flag and Address Discrepancy Requirements:  Suggestions for Health Care Providers,” The World 

Privacy Forum, September 24, 2008. 
 “Red Flag Rules FAQ,” Kroll Fraud Solutions, September, 2008. 
 “Health Care Providers:  Don’t Miss the Red Flags,” Health Law Advisory Bulletin, Davis, Wright, 

Tremaine, LLP, August, 2008. 
 “Compliance Deadline for FTC’s Identity Theft Provision Fast Approaching,” AHA News, Vol. 44, No. 

18, September 1, 2008. 
 
Notice:  
This information is an accurate statement of published XXX Policy as of the time of publication. Permission is 
granted to electronically copy and to print in hard copy for internal use only. No part of this information may be 
reproduced, modified, or redistributed in any form or by any means, for any purposes other than those noted 
above without permission of the Responsible System Leader. XXX adopts the Policy and recommends that the 
user always check for the latest version on Our XXX, the XXX Intranet site before any subsequent use. XXX 
may make changes to the Policy without notice and may deviate from the Policy as determined in its discretion. 
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Attachment A:  FTC Requirements and Implementation Suggestions  
for Red Flag Rule Compliance 

• Identify Red Flags:  To identify red flags, health care providers should consider the types of accounts 
offered and maintained, the methods used to open and provide access to such accounts, any previous 
experience with identity theft, and any suspicious activity related to patient accounts. Additionally, 
health care providers should pay particular attention to actual or reasonably likely instances of medical 
identity theft.  

• Detect Red Flags:   To detect red flags, health care providers should have a process to authenticate 
patients, monitor transactions and verify the validity of change-of-address requests. Such a process 
might include requiring patients to produce identifying information to verify their identity at the 
inception of the account and when they present for service.  

• Respond to Red Flags:  To respond to red flags, covered entities must make “appropriate responses” 
that prevent and mitigate identity theft. For health care providers, appropriate responses might include 
responding to identity theft alerts from law enforcement or others, monitoring patients' covered 
accounts, contacting patients when questions or concerns arise, changing passwords or security codes, 
refraining from collecting on an account or selling it to a debt collector, or notifying law enforcement as 
appropriate.  

• Ensure the Program is Updated:   Covered entities should ensure the program is updated to reflect 
changing risks to patients or the safety of the provider from identity theft and medical identity theft. 
Health care providers should update their program to adequately respond to alerts from law enforcement 
and others, changes in the methods of identity theft, changes in the methods to detect and prevent 
identity theft, and changes to the health care provider's business infrastructure.  

• Obtain Board Approval: The covered entity's board of directors (or an appropriate board committee) 
must approve the identity theft prevention program and, thereafter, be involved directly, or through a 
designated senior management employee, in the oversight, development, implementation and 
administration of the program. Additionally, covered health care providers must assign specific 
responsibility for implementation, train staff, audit compliance, generate annual reports, and oversee 
anyone granted access to covered accounts.  

 
Attachment B:  Summary of XXX Identity Theft Prevention Administrative Guidance Documents 

(Ranked by Importance) 
 
List organization’s supporting privacy and security policies. 
 
 PS-V:  Patient Identity Theft – Management of an Occurrence 

 
 PS-BB:  Verification of Patient Identity 

 
 PS-N:  Verification of Identity for Individuals Requesting Access to Patient Protected Health 

Information 
 
 SE-6:  Security Incidence Response and Reporting 

 
 PV-12:  Responding to Privacy Complaints 
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 PV-19:  Disclosure of Protected Health Information 
 
 PV-23:  Business Associate Agreements as Required by HIPAA 

 
 PV-32:  Social Security Numbers – Confidential Management, Use, and Disclosure 

 
 
 

Attachment C:   Recommended Red Flags from World Privacy Forum 
 
Listing of Red Flags and Responses for Health Care Providers available at: 
 
World Privacy Forum Red Flag and Address Discrepancy Requirements:  Suggestions for Health Care Providers 
 
 
http://www.worldprivacyforum.org/pdf/WPF_RedFlagReport_09242008fs.pdf 
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Meeting the FTC’s Red Flag Requirements
How One Organization Developed Its Compliance Plan

by nancy Davis, MS, RHIA

like many other privacy and security officers, I was vaguely 
aware of the Fair and Accurate Credit Transactions Act. 
I knew that the act, passed by Congress in 2003, was in-

tended to provide consumers with protection from identity theft. 
I knew the Federal Trade Commission (FTC) was in charge of 
its enforcement. I was just not aware the law affected healthcare 
providers. I didn’t know what I didn’t know.

In August of last year I received a health law advisory bulletin 
titled “Health Care Providers: Don’t Miss the Red Flags.”1 I was 
astounded to find that the act’s “red flag” rules applied to health-
care providers. As I began to network with colleagues and review 
more e-newsletters, I became aware that I was not the only person 
in healthcare who had been in the dark. Fueling my concern was 
the quickly approaching compliance date of November 1. (The 
FTC would later extend that deadline to May 1, 2009.)

As I dug deeper into the requirements I discovered good 
news: healthcare organizations can meet red flag requirements 
by building on their established privacy and security practices. 
Here is what we have developed at Ministry Health Care in Wis-
consin to assist us in meeting the compliance requirements of 
the red flag rules.

Building on Established Policies
While I began working with our legal counsel to establish a 

compliance process, others within our system were becoming 
aware of the need through their own professional networks. 
We soon realized that we had the advantage of established poli-
cies and procedures to prevent identity theft. These included 
a recently updated position statement titled “Patient Identity 
Theft—Management of an Occurrence.” 

Using a basic framework for developing a compliance plan 
and the guidance provided by the FTC, we established a docu-
ment titled “Identity Theft Prevention Program—In Compliance 
with the Red Flag Rules.” We chose to embed the plan in a privacy 
policy, which is consistent with how our organization distributes 
administrative guidance. 

program composition
Ministry’s plan took the following outline:

1. Policy Statement: The policy’s intent to establish an identity 
theft prevention program to detect, prevent, and mitigate 
identity theft.

2. Program Requirements/Composition.
a. Administration and Accountability: Addresses oversight 

and responsibilities for senior leaders, corporate integrity 
staff, privacy and security officers.

b. Reporting Structure and Reports: Addresses how relevant 
identity theft information/incident documentation will be 
maintained and shared within the organization. 

c. Identification of Red Flags: What the actual red flags may 
include.

d. Identification of Red Flag Covered Accounts: For the 
system, covered accounts included individual payment 
accounts set up for patients, credit agency accounts for 
payment and debt collection, and occupational health 
services accounts for employee-sponsored wellness activi-
ties.

e. Verification of Identity of Patients/Others: The policies 
and procedures in place for identity verification (e.g., in 
person, by phone, etc.).

f. Responding to Identity Theft Incidents: Policies and 
position statements that provide guidance that include 
“Patient Identity Theft—Management of an Occurrence”; 
“Security Incident Response and Reporting”; and “Re-
sponding to Privacy Complaints.”

g. Other Related Administrative Guidance: All supporting 
policies and position statements along with a brief sum-
mary of each. (See sidebar for summaries.)

Business associate agreements as required by HIPAA•	
Disclosure of protected health information•	
Management of a patient identity theft occurrence•	
Response to a privacy complaint•	
Security incidence response and reporting•	
Management, use, and disclosure of Social Security •	
numbers
Identity verification of individuals requesting access to •	
patient protected health information 
Verification of patient identity •	

3. Ongoing Program Evaluation: Responsibilities of the pro-
gram manager.

4. Business Associates/Service Providers: Addresses third-party 
relationships and the need for established safeguards and 
compliance (accomplished through a HIPAA-compliant 
business associate agreement).
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5. Regulatory Enforcement: The FTC’s role in compliance.
6. Approval of the Program: Approval required at the board of 

directors level.
7. Other: Attachments, related policies and position statements, 

applicable regulations, applicable Joint Commission stan-
dards, sources, etc.

The FTC and other organizations offer online resources to 
assist healthcare providers in complying with the rules (see the 
resource list below).

While these and other valuable resources are available, an 
identity theft prevention program should be designed to ad-
dress the needs of the organization. Adopting a pre-existing 
template from another source will work if the time is taken to 
customize the template to the organization’s needs and estab-
lished practices. Ministry’s legal counsel assisted in developing 
the plan. Also key was representation on the work group from 
risk management, IT, compliance, HIM, patient accounting, and 
patient registration. 

Once the plan was completed, the organization’s focus turned 
to implementation and staff education and awareness. These 
activities will be carried out through presentations to privacy 
and security officials first and then additional staff through 
presentations, newsletter articles, and other reference tools as 
needed.  

Note
 1. Davis Wright Tremaine, LLP. “Health Care Providers: Don’t 

Miss the Red Flags.” Health Law Advisory Bulletin, August 
2008. Available online at www.dwt.com/practc/healthcr/
bulletins/08-08_RedFlagRules(print).htm 

Resources
American Hospital Association. “Red Flag Rules Resources.” 

October 2008. Available online at www.aha.org/aha/advocacy/
compliance/redflags.html.

Federal Trade Commission. “New ‘Red Flag’ Requirements for 
Financial Institutions and Creditors Will Help Fight Identity 
Theft.” June 2008. Available online at www.ftc.gov/bcp/edu/
pubs/business/alerts/alt050.shtm.

Gellman, Robert, and Pam Dixon. “Red Flag and Address 
Discrepancy Requirements: Suggestions for Health Care 
Providers.” World Privacy Forum. September 24, 2008. 
Available online at www.worldprivacyforum.org/pdf/WPF_
RedFlagReport_09242008fs.pdf. 

nancy Davis (nancy.davis@ministryhealth.org) is director of privacy/security 
officer at Ministry Health in Sturgeon Bay, WI, and cochair of the AHIMA 2008 
Privacy and Security Practice Council.  

MInIstry HeAltH’s reD FlAg PlAn builds upon its privacy 
and security policies already in place. the plan cites the 
organization’s following resources:

Business associate agreements as required by 
HIPAA. Policy addressing the HIPAA requirement to obtain 
business associate agreements with those vendors and business 
associates who provide services on behalf of Ministry Health Care 
that involve the use of patient protected health information.

“Disclosure of Protected Health Information.” 
Comprehensive policy addressing release of patient information 
and requirements prior to disclosure of patient information in 
response to external requests.

“Patient Identity Theft —Management of an 
Occurrence.” Position statement initially created as a proactive 
response to identity theft in 2004; revised in 2008. Includes 
current guidance, FtC recommendations, and most importantly a 
checklist of steps to carry out when investigating identity theft.

“Responding to Privacy Complaints.” Policy providing 
guidance to privacy officers and others in responding to patient 
privacy complaints. the policy also includes the following tools 
for enterprise and local use: privacy-related complaints log 
(sample); privacy-related complaint investigation record (sample); 
recommended involvement in privacy complaint investigation 
matrix; and quick tips for privacy investigations.

“Security Incidence Response and Reporting.” 
Policy establishing guidelines for the identification, response, 
reporting, assessment, analysis, and follow-up to information 

security incidents. An information security incident is a violation 
or imminent threat of violation of information security policies, 
acceptable use policies, or standard security practices that 
includes identity theft.

“Social Securi ty Numbers—Confident ial 
Management, Use, and Disclosure.” Policy providing 
guidance on how Ministry Health Care collects, manages, and 
shares the confidential social security numbers of patients, 
providers, and work force members.

“Verification of Identity for Individuals Requesting 
Access to Patient Protected Health Information.” 
Position statement establishing practices for verifying identity 
of individuals inquiring about patient information after the 
encounter phase (e.g., telephone inquiries regarding account 
information).

“Verification of Patient Identity.” Position statement 
addressing patient verification at the time of the encounter, 
specifically during the registration process. Provides guidance 
to acceptable forms of identity verification when deemed 
appropriate. Patient identity verification may be established by 
review of the following documents produced by the patient (a 
photocopy of the documents may be obtained for reference): 
driver’s license or other governmental identification that 
includes picture verification; social security card; student ID 
card; passport; insurance card; other photo ID or substantiating 
document (e.g., correspondence from governmental, utility, or 
other established entity). 

Supporting Administrative Policies and Position Statements
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